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Executive Summary

Introduction and Purpose

The Information and Technology Management Branch operates multiple complex technology
environments. The environments include development, test, production and other specialized instances.
All environments are shared between multiple government ministries and programs.

The Information and Technology Management Branch is responsible for providing system availability
according to defined service levels. This responsibility includes responsibility to implement upgrades,
enhancements, extensions and other changes to hardware and software in order to maintain and extend
reliable information systems services.

It is important that changes to the computing environment are executed in a controlled manner in order to
mitigate the risk of interruptions to service during prime access hours and in order to maintain a
repository of knowledge about the current configuration and status of the computing environment.

This document defines the policies and procedures that the Information and Technology Management
Branch will use to control changes to the computing environment.

Objectives

The Change Management Policy has the following objectives:

e To protect the computing environment from uncontrolled changes.

e To restrict service disruptions caused by necessary changes to defined low-use hours.

e To minimize the occurrence of unintended affects during the implementation of necessary
changes.

Responsibility

A Change Advisory Board oversees the administration of the Change Management Policy. The Change
Advisory Board is authorized to review, approve and schedule all changes to the computing environment.
The Change Advisory Board is also authorized to review and revise Change Management policies to
ensure that policy objectives are met.

The Change Advisory Board is made up of senior operations and information management staff. Change
Advisory Board members form the core group of Change Owners responsible for ensuring that Change
Requests are completed, user impacts identified and communicated and approved changes are
implemented.

The Change Advisory Board meets each Thursday from 9:00 to 10:00 am in Room 414, 835 Humboldt
Street, Victoria (St. Ann’s Academy). Meetings are open to attendance by ITMB managers and team
leads.

Scope

The Change Management Policy applies to Production, Test and Development environments on all tiers.
The Change Management Policy applies to:

e Anything requiring a reboot to either a production, test or development server.
e Upgrades, including software and operating system patches.

Disk swaps and/or the replacement of other redundant parts.

Addition or removal of hardware or software infrastructure.

Changing access to any of the production servers.
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e Rollouts of desktop applications.
e Changes to production applications and/or web links to production applications.

The Change Management Policy does not apply to:

e Day-to-day operational activities such as adding new clients, print queues, or creating or
changing user groups.
e Changes to a “sandbox” or “test bed” environment.

Policies

Information and Technology Management Branch staff, end-user clients, or non-ministry personnel
contracted for services to the Information and Technology Management Branch may request changes.
Changes must be approved by the Change Advisory Board prior to implementation.

Specific requirements for approval, communication and implementation are defined to suit different
circumstances. Most production changes must be completed entirely within the opening and closing
times of a Change Implementation Window. Production Change Implementation Windows are:

e Tuesdays between the hours of 06:00 to 07:30 PT.
Thursdays between the hours of 06:00 to 07:30 PT.
Sundays between the hours of 08:00 to 11:00 PT.
Sundays between the hours of 20:00 to 23:00 PT.

Additional or extended change windows may be permitted by the Change Advisory Board when there is a
documented business need to implement the change and the change requires longer to complete than is
allowed in a standard change window. In any case, the change must be completed outside Prime Time
Service Hours.

Changes to restore standard/normal availability or to prevent the imminent loss of system availability are
implemented as soon as possible under the direction of the incident response manager and are reviewed
post-hoc by the Change Advisory Board.

Changes to development and test environments may be implemented during prime time working hours,
subject to prior notification and approval of affected clients.

Communication

Communications are critical to successful implementation of the Change Management process. The Line
of Business Service Desk is the central point of contact for formal change management communications
between requestors, reviewers, approvers, implementers, and users. The Service Desk logs all change
requests, circulates to the Change Advisory Board for review, approval and scheduling, notifies the
change requestor of the Change Advisory Board’s decision and notifies affected clients of scheduled
changes.

Business area representatives, including the Information and Technology Management Branch Team
Lead, may object to the execution of a planned change request. The Change Advisory Board will review
objections to planned changes and will attempt to broker a resolution between the initiator of the Change
Request and the initiator of the objection.

The Line of Business Service Desk publishes a list of scheduled changes on the intranet at
http://gww.msd.gov.bc.cal/itmb/changemanagement/changes/. An electronic repository for the storage of
all change requests is located at \Bolt\S27020.

Change management policies and the change request form template are published on the intranet at
http://gww.msd.gov.bc.cal/itmb/changemanagement/welcome.htm .
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1. Introduction

The Information and Technology Management Branch operates multiple complex technology
environments. The environments include development, test, production and other specialized
instances. All environments are shared between multiple government Ministries and programs.

The Information and Technology Management Branch is responsible for providing system availability
according to defined service levels (see Operations Processes and Procedures for more
information). This responsibility includes responsibility to implement upgrades, enhancements,
extensions and other changes to hardware and software in order to maintain and extend reliable
information systems services.

It is important that changes to the computing environment are executed in a controlled manner in
order to mitigate the risk of interruptions to service during prime access hours and in order to
maintain a repository of knowledge about the current configuration and status of the computing
environment.

This document defines the policies and procedures that the Information and Technology
Management Branch will use to control changes to the computing environment. This version of the
document is a revision to the original policy. This document supersedes and replaces the original
policy Operations Processes and Procedures — Area: Change Management.

2. Purpose

The purpose of the Change Management Policy is to control changes to the computing environment.

3. Objectives

The Change Management Policy has the following objectives:

e To protect the computing environment from uncontrolled changes.
e To restrict service disruptions caused by necessary changes to defined low-use hours.

e To minimize the occurrence of unintended affects during the implementation of necessary
changes.

4. Policies

Responsibility

4.1 The Operations and Enhancements Manager is responsible for ensuring that the Change
Management Policy is implemented and maintained.

Change Advisory Board (CAB)

4.2  The Operations and Enhancements Manager has created a Change Advisory Board to
oversee the administration of the Change Management Policy.

4.3 The Change Advisory Board is authorized to review, approve and schedule all changes to the
computing environment. The Change Advisory Board is also authorized to review and revise
Change Management policies to ensure that policy objectives are met.
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J:\Policies & Process\Change Control Policy 2 3 5 20070629.doc Page 5 of 27



Information & Technology Management Branch Change Management Policy

Ministry of Education

4.4  The Change Advisory Board is made up of senior operations and information management

staff.

441 The senior database administator is the Change Advisory Board chair.

The Change Advisory Board will include the senior application analyst, senior
database administrator, ministry application specialist, ministry infrastructure
specialist, ministry security specialist, project delivery coordinator, web tier lead
and standards analyst,

4.5 Change Advisory Board members will form the core group of Change Owners responsible for
ensuring that Change Requests are completed, user impacts identified and communicated, and
approved changes are implemented.

4.6 The Change Advisory Board will review all new Change Requests. In reviewing Change
Requests, the Change Advisory Board will:

Examine the merits and risks of requested changes.

Where needed, assist a requestor to further develop Change Request
parameters.

Prioritize the relative importance and proposed schedules for implementation.
Identify resources and assign implementer(s).

Assign the development of a production turn-over plan when required.
Arrange modifications/updates to the Process & Procedures documentation.
Quantify potential impact to end-users and notifications lead-time.

Make approve/reject recommendations to the Operations and Enhancements
Manager.

4.7 The Change Advisory Board will meet weekly at a regularly scheduled time and place in order

to:
e Review outcomes of changes implemented during the seven days preceding
the meeting
e Review changes planned for implementation in the seven days following the
meeting, and further into the future if required.
e Review newly submitted Change Requests.
4.7.1 Change Management meetings are open to attendance by Information and
Technical Management Branch managers and team leads.
4.7.2 The Change Advisory Board meets Thursdays from 9:00 AM to 10:00 AM Pacific
Time in Room 414, 835 Humboldt Street, Victoria (St. Ann’s Academy).
Scope
4.8 The Change Management Policy applies to Production, Test and Development environments
on all tiers.
48.1 The Change Management Policy applies to:

Last revised: 2007-06-29

anything requiring a reboot to either a production, test or development server,
upgrades, including software and operating system patches,

disk swaps and/or other redundant parts required to be replaced,

print queues with a new driver not currently installed,

addition of a new server to the domain/network,
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4.8.2

e changing or adding access to any of the production web servers, application
servers, or database servers,

e rollouts of desktop applications,

e changes to production applications,

e changes to web links to production applications.

The Change Management Policy does not apply to:

e day-to-day operational activities such as adding new clients, print queues, or
creating or changing user groups,

e changes to a “sandbox” or “test bed” environment.

Change Implementation Windows

4.9

Change Implementation Windows are reserved for routine system maintenance, system or
application enhancements and problem resolution. Working online during change control
windows presents the possibility of data loss or system unavailability as a result of this
maintenance work.

49.1

49.2

4.9.3

Change Implementation Windows are:

e Tuesdays between the hours of 06:00 to 07:30 Pacific Time,
e Thursdays between the hours of 06:00 to 07:30 Pacific Time,
e Sundays between the hours of 08:00 to 11:00 Pacific Time,
e Sundays between the hours of 20:00 to 23:00 Pacific Time.

Changes to development and test environments may be implemented during prime
time working hours, subject to prior notice from the ITMB. In addition to the
Change Windows described above, changes to development and test
environments may be implemented during the following hours:

o Weekdays between the hours of 12:00 to 13:00 Pacific Time,

o Weekdays between the hours of 17:00 to 07:30 Pacific Time.

Workplace Technology Services operates an independent Change Control
Window Sundays 6:00 AM to 9:00 AM Pacific Time, that may affect Information
and Technology Management Branch clients.

Change Requests

4.10

411

Last revised: 2007-06-29

Information and Technology Management Branch staff, end-user clients, or non-ministry
personnel contracted for services to the Information and Technology Management Branch
may request changes.

An individual requesting a change must make a request in writing and send it to the Help
Desk by e-mail.

411.1

4.11.2

Where expertise allows, the requestor is expected to draft and attach a Change
Request Form including the following:

e Implementation Plan
e TestPlan

e Rollback or Contingency Plan

4.11.1.1 A Change Request Form will be published on the Information and
Technology Management Branch Intranet at
http://gww.msd.gov.bc.cal/itmb/changemanagement/welcome.htm .

If required, the Help Desk will assign a Change Owner to complete the Change

Request Form and submit it to the Change Advisory Board for approval.
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4.11.3 Standard and Informational Change Requests must be received by the Help Desk
no later than 10:00 AM Pacific Time on the last business day before the proposed
Change Implementation Window. Non-Standard Change Requests should be
received by the Help Desk no later than 10:00 AM Pacific Time two business days
before the proposed implementation date.

411.4 All requested changes are subject to approval by the Change Advisory Board.

4.11.4.1 The Change Advisory Board chair or designate may use discretion to
re-schedule an approved change request.
4115 Due to the need to plan, prioritize, communicate and coordinate changes, the
Information and Technology Management Branch will not guarantee that a change
will be implemented in the proposed Change Implementation Window.

Change Approvals

4.12 Changes must be approved by the Change Advisory Board prior to implementation. Specific
requirements for approval, communication and implementation are defined in section 4.13
under the heading “Change Categories.”

Change Categories

4.13 The Change Advisory Board will categorize every change as falling within one of five Change
Categories described in this section: Standard, Non-Standard, Operational, Informational,
Change Freeze, Firewall Access or Security Audit.

4131 Every change must be managed and executed in compliance with the policies
governing the category to which it belongs.

4.13.2 All changes must follow the Standard change process except those meeting the
criteria described in one of the other Change Categories.

Standard.

4.13.3 For all Standard changes a Change Request Form must be completed and
approved by the Change Advisory Board prior to implementation.

4.13.4 Standard Change Requests must be submitted by the deadline identified in section
4.11.3.

4.13.5 All Standard changes must be completed entirely within the opening and closing
times of a Change Implementation Window.

4.13.6 The Help Desk will notify users whose service may be interrupted by a Standard
change at least one business day before the change implementation date.

Non-Standard.

4.13.7 A Non-Standard change is any change to a production system that is not
completed entirely within the opening and closing times of a Change
Implementation Window, and is not an Operational, Informational, Change Freeze
Firewall Access or Security Audit change.

4.13.8 For all Non-Standard changes a Change Request Form must be completed and
approved by the Change Advisory Board prior to implementation.

4.13.9 Non-Standard Change Requests should be submitted at least two business days
in advance of the proposed implementation date.

4,13.10 The Change Advisory Board may approve a Non-Standard change in the following
circumstances:

Last revised: 2007-06-29
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4.13.10.1 The change is an enterprise-wide desktop application rollout, patch, hot
fix or upgrade.

4.13.10.2 There is a documented business need to implement the change before
the next Sunday Change Implementation Window and the change
requires longer to complete than is allowed in a midweek Change
Implementation Window. In this circumstance the change must be
started before the standard Change Implementation Window opening
and must be completed before 07:30 Pacific Time.

4.13.10.3 The change requires longer to complete than is allowed in a Sunday
Change Implementation Window. In this circumstance the change must
be completed before Sunday 23:00 Pacific Time.

4.13.10.4 There is an urgent, documented business need to implement the
change outside a Change Implementation Window. In this
circumstance the change must be completed outside Prime Time
Service Hours.

4.13.11 The Help Desk will notify users whose service may be interrupted by a Non-
Standard change more than one business day in advance of the change
implementation date. Lead times are to be based on duration of systems
unavailability, changes in access or functionality, and potential for systems
unavailability.

Operational.

4.13.12  An Operational change is any change that is executed in order to restore
standard/normal availability or to prevent the imminent loss of system availability.

4.13.13  All Operational changes must have a Change Request submitted before or after
the change is implemented.

4.13.14  The Change Advisory Board will review all Operational changes after
implementation.

4.13.15 The Help Desk may notify and update users about problems resulting in systems
being unavailable.

Informational.
4.13.16  An Informational change is either:

4.13.16.1 A change to production application code, or

4.13.16.2 A change to a web link to a production application, or

4.13.16.3 A change to a Development or Test environment that affects a limited
client group and the affected client group has been notified of and has
approved the change.

4.13.17 For all Informational Change Requests a Change Request Form must be
completed and submitted to the Help Desk. Change Requests for temporary or
evaluation servers must indicate a completion end date. The server will be
brought back to Ministry standards and rebuilt to it's base configurations at the
completion of the project.

4.13.18 The Change Advisory Board will review all Informational Change Requests.
Change Advisory Board approval is not required prior to implementation of an
Informational Change; however, the Change Advisory Board retains the authority
to disapprove a proposed Informational Change.

4.13.19 The Change Owner is responsible for ensuring that affected clients, including non-
ministry personnel contracted for services to the Information and Technology
Management Branch, have been notified of and have approved the proposed
change prior to implementation.

4.13.20  The Help Desk will not notify users of an Informational change.
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Change Freeze.
4.13.21 A Change Freeze is the suppression of all changes to a system.

4.13.22 A Change Freeze must be requested in writing by the Information and Technology
Management Branch Team Lead responsible on behalf of the department or
program area client.

4.13.22.1 An application for a Change Freeze should be sent by email to the
Help Desk.

4.13.22.2 An application for a Change Freeze must identify a business reason for
suppressing changes, the start and end dates for the period in which
changes are to be suppressed and, where possible, should identify the
system that is to be protected from change. The Change Advisory
Board may request further supporting documentation from the Team
Lead as required to make a decision.

4.13.22.3 An application for a Change Freeze should be received by the Help
Desk no later than 10 business days before the proposed start date
identified in the application.

4.13.23  The Change Advisory Board will review all applications for a Change Freeze and
make recommendations to the Information and Technology Management Team
Lead regarding approval and limitations of schedule and scope.

4.13.24  The Information and Technology Management Branch Team Lead will forward a
written decision on the application for a Change Freeze to the requestor and to the
Change Advisory Board Chair.

4.13.25 If a Change Freeze application is accepted, the Change Advisory Board will assign
a Change Owner who must submit a Change Request Form to the Help Desk,
identifying the change as a Change Freeze, describing the scope and limitations of
the freeze and including a natification list and message text.

4.13.26  The Help Desk will notify appropriate end users at least 5 business days in
advanced of the proposed start date of the Change Freeze.

Firewall Access.

4.13.27 A Firewall Access request is a request to provide a specific individual with access
to a specific system that by-passes the protection of a firewall.

4.13.28 Firewall access may be requested by sending an e-mail to the database
administration group and an ITMB client manager.

4.13.28.1 A firewall access request must include the following information:
o Name of firewall through which access is required (Gold/Web or
MT/DB firewall)

. Name of person who needs access.

o IP of person who needs access (must be static IP).
o Project name.

. Name of server/site to which access is required.

o Server IP.

. Port.

o Method (SQL, Telnet, SSH, etc).

. Purpose.

o Date required.
4.13.29 The database administration group must approve all requests to access the
database tier. An Information and Technology Management Branch manager or
the tier owner must approve all other firewall access requests.

4.13.30 A Firewall Access request will only be approved where there is a demonstrated
business reason to provide the requested access.
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4.13.31

4.13.32
Security Audit.
4.13.33

4.13.34

4.13.35

The Change Owner will submit a Change Request Form to the Help Desk for all
Firewall Access requests that require the creation of a new port.

4.13.31.1 For all Firewall Access rule changes a Change Request Form must
be completed and approved by the Change Advisory Board prior to
implementation.

4.13.31.2 A Firewall Access rule change may be implemented immediately after
it is approved, so long as it does not set a precedent. If it does set a
precedent, the access request will be reviewed by the Change
Advisory Board, and if approved, will be completed anytime after 2:00
pm.

The Help Desk will not notify end users of a Firewall Access change.

A Security Audit is a managed review and test of the implementation and
execution of security policies and procedures.

The performance of a Security Audit may require that auditors be granted special
access to documents and systems that would normally be restricted to specific
Information and Technology Management Branch staff. Therefore, it is imperative
that a Security Audit be specifically authorized by the Information and Technology
Management Branch Director.

A request for assistance with a Security Audit must be made by a senior
representative of the business area for whom the audit is being performed.

4.13.35.1 A-request for assistance with a Security Audit must be made in writing
to the Information and Technology Management Branch Director.

4.13.35.2 Assignment of Information and Technology Management Branch staff
to assist with a Security Audit must be approved and communicated in
writing by the Information and Technology Management Branch
Director.

4.13.35.3 The Change Advisory Board will plan and execute the provision of
assistance for an authorized Security Audit, making additional Change
Requests as and when required.

Communication

4.14 Communications are critical to successful implementation of the Change Management
Process. The Information and Technology Management Branch Help Desk is the central point
for formal change management communications between requestors, reviewers, approvers,
implementers, and users.

4141

4.14.2

4.14.3

4.14.4

4.14.5

Last revised: 2007-06-29

The Help Desk will log all Change Requests in the call management system and
assign a log number to each request.

The Help Desk will circulate all Change Requests to the Change Advisory Board
for review, approval and scheduling.

The Help Desk will notify the change requestor of the Change Advisory Board’s
decision to approve or reject the Change Request.

The requestor will be responsible for providing a detailed communiqué to the
helpdesk along with the Change Request, or the requestor has the option to send
out their own communiqué to affected clients one business day prior to the
implementation of the change.

If the Help Desk is required to send out notification on behalf of the requestor, the
helpdesk will notify appropriate end users as prescribed in greater detail in section
4.13 under the heading "Change Categories".
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4.15 The Information and Technology Management Branch will make every effort to notify clients
with as much notice as possible whenever changes are planned.

4,151 In some cases advance natification may be impossible to provide due to the nature
of specific problems.

4.16 A list of scheduled Change Requests will be published on the Information and Technology
Management Branch Intranet at
http://gww.msd.gov.bc.ca/itmb/changemanagement/welcome.htm .

4.17 An electronic repository will be established and maintained in which electronic copies of all
Change Requests will be stored. Information and Technology Management Branch staff will
have read access to this repository.

4171 The electronic repository for Change Requests is located at: \\Bolt\S27020 .

4.18 A hardcopy file of all Change Requests will be established and maintained by the Change
Advisory Board.

Suppression of Changes
Objections to Planned Changes

4.19 Business area representatives, including the Information and Technology Management
Branch Team Lead, may object to the execution of a planned change request.

4.19.1 Objections must be raised in writing and include reasons for opposing the planned
change.

4.19.2 Written objections must be received by the Help Desk no later than 2:00 PM
Pacific Time on the last business day before the change is scheduled to occur.

4.19.3 Objections should refer to the Help Desk ticket number assigned to the planned
change.

4.20 The Change Advisory Board will review objections to planned changes and will attempt to
broker a resolution between the initiator of the Change Request and the initiator of the
objection.

4.20.1 If a resolution satisfactory to both parties cannot be negotiated by the Change
Advisory Board, the Change Advisory Board will refer the matter to the Information
and Technology Management Branch Director for resolution. The decision of the
Information and Technology Management Branch Director shall be final.

Change Freezes

4.21 As a matter of policy, the Information and Technology Management Branch will not suppress
Change Requests scheduled to occur during Change Implementation Windows in order to
maintain uninterrupted service to an application or environment.

4211 The Information and Technology Management Branch will make every effort to
minimize changes during critical business processing times.

4.21.1.1 A schedule of known critical business processing times is posted on
the Information and Technology Management Branch intranet at
http://www.ole.gov.bc.ca/itmb/ .

4.21.1.2 The Information and Technology Management Branch will correct the
posted schedule of critical business processing times upon the receipt
of information from a business area representative or Information and
Technology Management Branch Team Lead.

4.22 A business area representative may make an application for a Change Freeze by way of an
Information and Technology Management Branch Team Lead, in order to suppress all
changes to a computing environment for a specified period.

Last revised: 2007-06-29
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4221 An application for a Change Freeze must be made in writing to the Help Desk.

4.22.2 The Change Advisory Board must review and approve all applications for a
Change Freeze.

4.22.3 The Change Advisory Board will have discretion to limit the schedule and scope of
a Change Freeze.

4.22.4 An application for a Change Freeze will be administered in accordance with the
procedures described in sections 4.13.21 through 4.13.26.

4.22.5 Notwithstanding section 4.22.2, approval of a Change Freeze is subject to the
notification of affected users and the objection process described in sections 4.19
through 4.20.

Change Implementation
4.23 The Change Owner will update the Help Desk ticket in the call management system.

4.23.1 The Change Owner will update the Help Desk ticket with information about the
outcome of the change.

4.23.2 The Change Owner will close the Help Desk ticket once all change implementation
tasks, including documentation revisions have been completed.

4.23.2.1 The Change Owner will close the Help Desk ticket for an Informational
Change Request immediately after it is submitted.
4.23.2.2 The Change Owner will not close the Help Desk ticket for a Change
Freeze until the period covered by the freeze is over.
4.23.3 The Change Owner will update and close the Help Desk ticket if the proposed
change fails or is postponed. The Change Owner will submit a new Change
Request Form for approval and re-scheduling of the change.

5. Roles and Responsibilities

5.1 Requestor

Individuals within the Ministry, including Information and Technology Management Branch staff, end-
user clients, or non-ministry personnel contracted for services to the Information and Technology
Management Branch, may request a change.

5.1.1 Requestor’s Responsibilities

An individual requesting a change must make a request in writing and send it to the Help Desk by e-
mail. Where expertise allows, the requestor is expected to draft and attach a Change Request Form
including the following:

e Implementation Plan

e TestPlan

e Rollback or Contingency Plan

e Detailed communiqué for affected clients

If required, the Help Desk will assign a Change Owner to complete the Change Request Form and
submit it to the Change Advisory Board for approval.

The requestor can expect the following status updates on the change request:

« Notification of change request rejected, or
« Notification of change request approved, and
« Notification of Implementation schedule.
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If status updates are not received, it is the responsibility of the requestor to inquire with the Help
Desk to determine the status of the request.

Escalation path for the Requestor on issues concerning Change Requests

1. Help Desk
2. Change Owner
3. Operations and Enhancements Manager

5.2 Help Desk

Help Desk is the communications focal point for the Change Management process. The Help Desk
logs all Change Requests received and tracks them to completion in the call management system.
The Help Desk circulates Change Requests for approval and scheduling, provides natifications to
requestors and affected clients, and provides reports to Technical Services Management.

5.2.1 Help Desk Responsibilities

Help Desk receives a change request e-mail and assigns the request to a Change Owner in the Call
Management System.

The Help Desk receives Change Request forms, checks to see that the fields in the document have
been completed, logs a Change Request call in the call management system and assigns a log
number to the document.

Help Desk the request to a Change Owner in the Call Management System. Help Desk receives
change schedule and natification list from Change Owner and forwards the request to the Change
Advisory Board.

Help Desk receives the decision to approve or reject the Change Request from the Change Advisory
Board Chair or designate and notifies the Change Owner and the Requestor of the decision.

If the Change Request is approved, Help Desk notifies appropriate End-users. Notifications will
either be a standard text or crafted in conjunction with the Change Owner, or supplied by the
Change Owner.

The Change request call remains open and is closed only if:

e The request has been rejected by the Change Advisory Board Chair (or designate), or
e The request is cancelled prior to implementation, or

e The request is an Informational Change Request, or

e The Change Owner notifies the Help Desk that the change is complete.

Help Desk reports monthly to the Technology Services Manager at least the following summary

Number of Change Request calls opened in the month.

Number of Change Requests closed in the month.

Date for each of the Change Request Calls.

Change Owner name associated with each Change Request.

Unique Change Request log number associated with each request.

Other relevant information identified by the Help Desk, or requested by the Change Advisory
Board leads, or Technology Services Manager.

Escalation path for the Help Desk on issues concerning Change Requests

1. Requestor
2. Help Desk lead
3. Change Owner
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4. Help Desk Coordinator
5. Technology Services Manager

5.3 Owner

The Change Owner is the person who is assigned responsibility for a Change Request in the Call
Management System. The Change Owner is a senior Information and Technology Management
Branch staff member and a member of the Change Advisory Board.

5.3.1 Owner’s Responsibilities

The Change Owner is responsible for the accuracy and completeness of assigned Change Request
Forms. The Change Owner is responsible for ensuring that assigned changes are appropriately
scheduled, resourced and implemented.

The Change Owner receives notification of a Change Request through the Call Management
System. The Change Owner ensures that the Change Request Form, including Implementation,
Test, Rollback and Contingency plans, is complete.

The Change Owner schedules the change and assigns appropriate resources. If the change is
Informational, the Change Owner notifies affected clients and ensures that they have approved the
change.

The Change Owner communicates the schedule and natification requirements to the Help Desk
using the Change Request Form.

The Change Owner reviews implementation of the change and ensures that all work activities,
including documentation updates are complete.

The Change Owner updates the Call Management System with information about the outcome of
the change and closes the ticket when all activities are complete.

Note: Serious or urgent situations resulting from a failed change implementation are to follow the
Critical Incident Procedures (see Operations Processes and Procedures — Area: Problem Response,
Resolution and Escalation).

5.4 Change Advisory Board

The Operations and Enhancements Manager has created a Change Advisory Board to oversee the
administration of the Change Management Policy. The Change Advisory Board is made up of the
Operations and Enhancements Manager, and senior Technical Services and Information
Management Group staff.

The senior Technical Architect, Information Management Group is the Change Advisory Board chair.
Other members of the Change Advisory Board include the Senior Security Analyst, Senior
Database Administrators, Senior Network Analyst, Ministry Application Support Analyst, Web
Services and Standards Analyst, Sr. Business Technologist and Operations and Enhancements
Manager Additional composition and participation in the Change Advisory Board may fluctuate at the
discretion of the Board, based on type, extent and volume of changes planned for the environment.

Change Advisory Board members will form the core group of Change Owners responsible for
ensuring that Change Requests are completed, user impacts identified and communicated, and
approved changes are implemented.
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5.4.1 Change Advisory Board Responsibilities

The Change Advisory Board is authorized to review, approve and schedule all changes to the
computing environment. The Change Advisory Board is also authorized to review and revise Change
Management policies to ensure that policy objectives are met.

The Change Advisory Board is responsible for ensuring that learnings from successful and
unsuccessful changes are conveyed to benefit subsequent change to the environment.

The Change Advisory Board attends mandatory weekly Change Management meetings. Meetings
are pre-scheduled for a day / time / location that remains consistent from week to week. Information
and Technology Management Branch managers and team leads have an open invitation to attend
meetings. Change Advisory Board members are to encourage frequent management attendance.

The meetings have the following broad objectives:

e Review outcomes of changes to the environment implemented during the seven days
preceding the meeting

e Review changes planned for implementation in the seven days following the meeting, and
further into the future if required.

e Review newly submitted change requests

In reviewing newly submitted change requests, the Change Advisory Board is to:

Examine the merits and risks of requested changes.

Where needed, assist a requestor to further develop change request parameters.
Prioritize the relative importance and proposed schedules for implementation.
Identify resources and assign implementer(s).

Assign the development of a production turn-over plan when required.

Arrange modifications/updates to the Process & Procedures documentation.
Quantify potential impact to end-users and notifications lead-time.

Make approve/reject recommendations to Technology Services Manager.

Change Advisory Board receives natifications from Help Desk on:

Successfully implemented changes, or
Unsuccessful pre-production testing.

Inability to validate implementation plans.

Resource constraints.

Unsuccessful implementation and consequence.
Request to modify /update Processes & Procedures.

Note: Serious or urgent situations resulting from a failed change implementation are to follow the
Critical Incident Procedures (see Operations Processes and Procedures — Area: Problem Response,
Resolution and Escalation).

Change Advisory Board escalation path:

1. Change Owner

2. Change Advisory Board Chair

3. Operations and Enhancements Manager
4. ITMB Director

5.5 Technical Services Management

The Operations and Enhancements Manager is responsible for ensuring that the Change
Management Policy is implemented and maintained. To maintain continuity in the change
management process, the Operations and Enhancements Manager has designated the chair of the
Change Advisory Board to review, and approve or reject Change Requests.
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Appointment and changes to the designated back-up must be communicated at least to:

e Help Desk
e Change Advisory Board

5.6 Implementer

Implementation of changes to the computing environment may involve one or a group of individuals
from within the government enterprise or contracted to the Ministry. Assignment of resources is
based on staff availability, applicable knowledge and skills.

5.6.1 Implementer’s Responsibilities

Implementer receives notification from Change Owners requesting participation in the change tasks
and respond to the Change Owner regarding availability. Implementer receives the Change Control
Document and any other information important for the change from the Change Owner.

Implementer develops a high-level plan involving other resources as required that identifies:

Participants

Equipment and software requirements

Third-party organizations’ involvement

Testing

Roll-back

Overall schedule

Communications requirements

Implementation-specific expenditures

Product Turn-over requirements for operational support

Implementer forwards the plan to the Change Owner for approval.

Implementer develops a plan to test the change before implementation to the production
environment and conducts the test, communicates test results to the Change Owner and the Help
Desk, confirms the change implementation schedule and advises on required communications for
end-users and others.

Implementer makes change to the environment, updates the information repository and reports
outcome to the Change Owner.
Implementer’s escalation path:

1. Change Owner
2. Technology Services Manager

Note: Serious or urgent situations resulting from a failed change implementation are to follow the
Critical Incident Procedures (see Operations Processes and Procedures — Area: Problem Response,
Resolution and Escalation).

5.7 Users
Users of the computing environment receive notifications of scheduled changes from the Help Desk.

User’s escalation path:

1. Help Desk
2. Change Owner
3. Operations and Enhancements Manager
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6. Procedures

This section describes the high level Change Management procedures.

6.1 Making a Change Request

1.

Notes:

Identify need for change and send a request to the Help Desk. ITMB technologists initiating
a change must submit a completed Change Request Form to the Help Desk.

If required, the Help Desk will assign the request to a Change Owner.

Change Owner downloads the Change Request Form from
http://gww.msd.gov.bc.ca/itmb/changemanagement/welcome.htm.

Change Owner completes the Change Request Form, attaches it to an e-mail message and
sends it to helpest@gov.bc.ca . The Change Request Form should include an
implementation plan, test plan, rollback plan and notification list. For more information on
completing the Change Request Form, see section 6.2.

Help Desk forwards the Change Request Form to the Change Advisory Board for review and
approval.

Standard and Informational Change Requests must be received by the Help Desk no

later than 11:00 AM Pacific Time on the last business day before the proposed Change
Implementation Window. Non-Standard Change Requests should be received by the Help Desk no
later than 11:00 AM Pacific Time two business days before the proposed implementation date.

All requested changes are subject to approval by the Change Advisory Board.

Due to the need to plan, prioritize, communicate and coordinate changes, the Information and
Technology Management Branch will not guarantee that a change will be implemented in the
proposed Change Implementation Window.

6.2 Completing the Change Request Form

1.

Download the Change Request Form from
http://gww.msd.gov.bc.cal/itmb/changemanagement/welcome.htm.

Complete all relevant fields on the form as follows:

Date initiated: Fill in the date the Change Request Form will be submitted to the Help Desk.
Use format yyyy-mm-dd.

Initiated by:  Fill in the name of the person submitting the Change Request Form to the
Help Desk.

Title: Type in a concise, meaningful description of the change.

Summary description: Type in a brief overview of the tasks required to execute the change.

Reason for change: Describe the incident, business need or user request that gave rise to
the need for this change. Provide a Help Desk ticket number if there is one.

Type of change: Select one of the change types listed. The change type refers to the kind of
system that will be changed, e.g. hardware, or operating system.
Request type: Select one of the request types listed. The request type refers
to the type of change management procedures that will govern the change.
Requests are either Standard, Operational, Informational, Non-Standard,
Change Freeze, Firewall Access or Security Audit.

Scheduled start date: Enter the date that implementation of the change is scheduled to
begin. Use the format yyyy-mm-dd.

Scheduled start time: Enter the time that implementation of the change is scheduled to
begin.
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Scheduled end date: Enter the date that implementation of the change is scheduled to
complete. Use the format yyyy-mm-dd.
Scheduled end time: Enter the time that implementation of the change is scheduled to
complete.
System shut down required?: Select yes if the system must be shut down or re-started.
Select no if system shut down or re-start is not required.
Risk evaluation: Select one of the choices listed. Consider the probability and impact of
change failure as well as the impact of successful change implementation.
Use the following guidelines to select a risk category:
e Low:
- low probability of service interruption
- less than thirty minutes interruption of service possible and less
than 50 Ministry clients potentially affected.
e Medium:
- low to medium probability of service interruption
- up to thirty minutes interruption of service possible and up to 100
Ministry clients potentially affected, or less than fifteen minutes
interruption of service possible, and external clients potentially
affected.
e High:
- medium to certain probability of service interruption
- over thirty minutes interruption of service possible, and over 100
Ministry clients potentially affected, or up to thirty minutes
interruption of service possible, and external clients potentially
affected.
e Very High:
- certain probability of service interruption
- over thirty minutes interruption of service possible, and external
clients potentially affected, or over sixty minutes interruption of
service possible, and over 100 Ministry clients potentially affected.
Priority: Select one of the choices listed.
e Low: required in more than seven days
e Medium: required in less than seven days
e High: required in the next change window
e Legislated: required immediately (includes changes to restore
system availability)
Pending parts? Answer yes if change implementation is dependent on the delivery of parts
not in stock.
Expected parts delivery date? If pending parts, enter the date that the required parts are
expected to arrive. Use the format yyyy-mm-dd.
Resources required: list the names of people (implementers) who will be assigned to
execute the implementation, test and rollback plans.
Document update required? Answer yes if this is a change to a standard system
configuration or architecture.
Person responsible for update? If documentation update is required, provide the name of
the person assigned to the task of updating the documentation.
File to be updated: If documentation update is required, identify the name and location of
the documentation to be updated.
Systems affected: Select one check box for each cluster and/or server that will be affected
by the change.
Applications affected: Identify the application systems or services that will be affected by
the change.
Notification required: Check the first box if you have already notified affected clients of the
scheduled outage. Consult the notification matrix for help identifying affected
people.
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Check the second box if you want the Help Desk to send notification to
affected clients for you. You must type a notification message in the next
field and complete the Notification List.

Notification list: Identify the users/groups that may be affected by the change and their

team lead representative. Consult the notification matrix for help identifying
affected people.

Certification of Testing: Check the first box if the change has passed testing in an ITMB

test environment. Type the name of the person who certifies that testing was
completed in the next field. (This person should be able to produce test
results to substantiate their claim.)

Check the second box if there are valid reasons why pre-implementation
testing of the change is not required. In the next field record the reasons why
pre-implementation testing of the change is not required.

Implementation Plan: Type in the steps required to implement the change. The plan must

Test Plan:

Rollback Plan:

Approval:

be detailed enough for an appropriately skilled technician to understand and
execute the change successfully.

Type in the steps required to test the change. The plan must be detailed
enough for an appropriately skilled technician to understand and execute the
test. The plan must be able to confirm that all systems affected or potentially
affected by the change are functioning according to specifications.

Type in the steps required to restore the system to its original state. The plan
must be detailed enough for an appropriately skilled technician to understand
and execute the rollback successfully.

This section may not be completed. Approval decisions are normally
communicated to the Help Desk by electronic mail.

Save the completed Change Request Form in the repository at \Bolt\S27020\ .

Attach the completed Change Request Form to an e-mail message and send it to the Help

Desk.

6.3 Communicating a Change Request

1. Help Desk receives completed Change Request Form, logs the Change Request in the call
management system, assigns a ticket number and a Change Owner.

2. Help Desk copies “Summary of Change” information into the subject line of an e-mail,
attaches the Change Request and distributes it to the Change Advisory Board for approval.

3. Change Advisory Board chair or designate communicates approval or rejection decision to

the Help Desk.

4. Change Management coordinator stores electronic copy of the Change Request in the
Repository and publishes change information on the Information and Technology
Management Branch website.

5. Help Desk communicates Change Advisory Board decision to the requestor and Change

Owner.

6. If the Change Request is approved, Help Desk sends e-mail notification of the scheduled
change to affected clients and team leads identified on the Change Request Form.

7. If the Change Request is approved, the Change Owner requests participation from
appropriately skilled staff to implement the change.

6.4 Approving a Change Request

1. Change Owner ensures that the Change Request Form, including Implementation, Test,
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Rollback and Contingency plans, and notification list is complete and that scheduling of the
change is appropriate.

2. Change Advisory Board members receive Change Request and review the proposed
change.

3. Change Advisory Board members record concerns or objections and send them to the Help
Desk and Change Advisory Board.

The deadline for Board Members to respond to a Change Request is 2:00 PM on the same
business day if the request is received before 11:00 AM. The deadline for Board Members to
respond to a Change Request is 2:00 PM on the following business day if the request is
received after 11:00 AM.

4. Change Management Chair or designate rejects or approves the proposed change and
communicates the decision to the Help Desk and Change Advisory Board.

The deadline for the Change Management Chair or designate to render a decision on a
Change Request is 2:00 PM on the same business day if the request is received before
11:00 AM. The deadline for the Change Management Chair or designate to render a decision
on a Change Request is 2:00 PM on the following business day if the request is received
after 11:00 AM.

5. For rejected Change Requests, the Change Management Chair will attempt to broker a
resolution between the initiator of the Change Request and the initiator of the objection.
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7. Resources

Change Management Policy

This Resource section is intended as easy access to key information. It contains types of
information likely to change more frequently than in other areas of the document, and will
facilitate keeping the document current.

7.1 Change Request Form

The Change Request Form is published on the Information and Technology Management Branch
Intranet at http://gww.msd.gov.bc.ca/itmb/changemanagement/welcome.htm .

The source file for the Change Request Form is maintained in \Bolt\S27020\Change Request

Form.doc.

A sample of this form is attached in the Appendices.

7.2 Change Control Repository

The electronic repository for storage of Change Requests and Change Advisory Board minutes is
located at : \BoIt\S27020\ .

7.3 Change Advisory Board

Name

e-mail

Phone

Peter Holland (chair)

Peter.Holland@gov.bc.ca

(250) 356-7246

Casey Farrell

Casey.Farrell@gov.bc.ca

(250) 356-8021

Gus Albucz Gus.Albucz@gov.bc.ca (250) 356-6246
Jason Jorgensen Jason.Jorgensen@gov.bc.ca (250) 387-1133
Mark Reder Mark.Reder@gov.bc.ca (250) 387-6436

Peter Krismer

Peter.Krsimer@gov.bc.ca

(250) 387-6451

Ram Tadeparti

Ram.Tadeparti@gov.bc.ca

(250) 387-8869

Wendy Vermaning

Wendy.Vermaning@gov.bc.ca

(250) 386-9500

7.4 Change Management Review Meetings

Day

Time

Location

Thursdays

9:00 am to 10:00 am

Victoria

Room 414, 835 Humboldt Street (St. Ann’s Academy)

7.5a Change Implementation Standardized Time Windows — Production

Days of Weeks Start Time Finish time Duration
Tuesday 6:00 AM 7:30 AM 1.5hrs
Thursday 6:00 AM 7:30 AM 1.5 hrs
Sunday (Workplace Technology 6:00 AM 9:00 AM 3 hrs
Services)
Sunday 8:00 AM 11:00 AM 3 hrs
Sunday 8:00 PM 11:00 PM 3 hrs
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7.5b Change Implementation Standardized Time Windows —
Development and Test

Days of Weeks Start Time Finish time Duration
Monday through Friday 12:00 PM 1:00 PM 1 hour
Monday through Friday 5:00 PM 7:30 AM 14.5 hours

7.6 Notification Guidelines

These guidelines do not apply to Operational Changes that are required to restore system

accessibility.
Duration of Unavailable System Minimum Notification Comments
lead-time
Within Standardized Time Window One business day
1 hr beyond standard Window Two business days Rule of Thumb: Add one
(contiguous) additional day notification for
each additional contiguous hour
of unavailable system
2 hrs beyond standard Window Three business days
(contiguous)
3 hrs beyond standard Window Four business days
(contiguous)
etc
Duration of Unavailable System Minimum Notification Comments
lead-time
1 hr outside of Standardized Time Two business days
Window
2 hrs outside of Standardized Time Three business days Rule of Thumb: Add one
Window additional day notification for
each additional hour of
unavailable system
3 hrs outside of Standardized Time Four business days
Window
etc

7.7 Notification Matrix

A Noatification Matrix is published on the Information and Technology Management Branch
Intranet at http://gww.msd.gov.bc.ca/itmb/changemanagement/resources/notification-matrix.htm.
The purpose of the matrix is to help change requestors determine which client groups may be
affected by a change and therefore require notification of the change. A copy of the matrix is
attached in the Appendices.

7.8 Change Criteria Matrix

A Change Criteria Matrix is published on the Information and Technology Management Branch
Intranet at http://gww.msd.gov.bc.ca/itmb/changemanagement/resources/criteria-matrix.htm . The
purpose of the matrix is to provide examples of how the Change Management Policy is applied in
some common change scenarios.
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Reviews and Document Control

Reviews

This document has been sent to the following for their review and comment.

Name Title Date

Frank Widmer Chair, Change Advisory Board 2003-10-02
Sr. Technical Architect, Information Management

Gus Albucz Network Analyst, Technology Services 2003-10-02

Nancy Allen Business Technologist, Technology Services 2003-10-02

Patrick Czyz Infrastructure Technologist, Information Management 2003-10-02

James Dranchuk Sr. SMS Analyst, Technology Services 2003-10-02

Peter Holland Sr. Database Administrator, Information Management 2003-10-02

Brad Kocurek Sr. Network Analyst, Technology Services 2003-10-02

Dora Stroud Web Services & Standards Analyst, Information 2003-10-02
Management

Wendy Vermaning Sr. Internal Security Analyst, Technology Services 2003-10-02

Change Record

Date Author Version Change Reference
2001-03-26 Barry Kelly 1.0 Original approved policy
2003-03-21 Casey Farrell 1.0.2 Draft policy update based on cumulative revisions made by the

Change Advisory Board, for Change Advisory Board review.
Significant changes include the addition of change freeze policies,
definition of policies to resolve conflicts and definition of change
categories and related procedures.

2003-04-22 Casey Farrell 1.0.3 Revisions to the draft policy update based on comments received
from the Change Advisory Board review.

2003-04-28 Casey Farrell 1.0.4 Revisions to sections 15, 17 and 19 based on comments received
from the Change Advisory Board review.

2003-05-14 Casey Farrell 1.0.6 Revisions to policies and procedures regarding Change Freezes
based on discussions with Frank and Dora. Revisions to section and
paragraph numbering in the policies section. Minor revisions to roles
and responsibilities.

2003-05-14 Casey Farrell 1.0.7 Final Change Advisory Board revisions. Removed lines 4.14.13.1 and
4.14.14.1. Added final bullet to 4.9.1. Added line 4.14.16.2. Added
section 6.2 Completing the Change Request Form. Removed section
7.8 and Appendix B — Change Criteria Matrix.

2003-05-22 Casey Farrell 1.0.8 Minor edits to 4.8 and 4.9, changes to policies in 4.13.22 — 4.13.25,
and 4.22 as a result of final Change Advisory Board review May 22,
20083.

2003-05-22 Casey Farrell 2.0 Approved policy update based on cumulative revisions made by the

Change Advisory Board.

This document supersedes and replaces Operations Processes and
Procedures — Area: Change Management.
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2003-09-23 Casey Farrell 2.1 Addition of new field to Change Request form per Change
Advisory Board Minutes June 26, 2003.

Addition to Paragraph 6.2 # 2: Added procedures for completion of
new Change Request Form field “Certification of Testing.”

Addition of change windows for test and development
environments per Change Advisory Board minutes July 10, 2003
and approved by John Chow July 25, 2003.

Paragraph 4.9.2: Permits changes to development and test
environments weekdays from 12:00-13:00 Pacific Time.

Paragraph 7.5: Added the word “Production” to the title

Paragraph 7.5B: Added paragraph “Change Implementation
Standardized Time Windows — Development and Test”

Addition of change windows for test and development
environments per Change Advisory Board minutes September
18, 2003.

Paragraph 4.9.2: Permits changes to development and test
environments weekdays from 17:00 — 07:30 Pacific Time.

Paragraph 4.13.17: Eliminates requirement to provide advance
notification for Informational Changes.

Paragraph 7.5B: Added development and test change window
weekdays from 17:00 — 07:30 Pacific Time to table.

2003-12-11 Casey Farrell 2.2 Identification of Workplace Technology Services Change
Window that could impact clients, per Change Advisory Board
minutes December 11, 2003.

Paragraph 4.9.3 added.
Row added to table in Paragraph 7.5

2004-01-15 Casey Farrell 23 Redefinition of Operational and Firewall Access change
categories, per Change Advisory Board minutes January 15,
2004 and e-mail from John Chow January 21, 2004.

Paragraphs 4.13.12 — 4.13.13 revised.
Paragraph 4.13.31.2 revised.
Paragraphs 4.14.4 revised.
Paragraphs 4.14.5 added.

Paragraph 5.1.1 revised.

Paragraph 6.2 revised to include description of newly created
“Notification required” field on Change Request form.

2004-08-05 Nancy Allen 232 Replacing CMC with CAB as per ITIL terminology and updating
member listings

2005-08-11 Casey Farrell 234 Amended policy to grant CAB chair some discretion to allow a
previously approved change request to be re-scheduled as
agreed in CAB minutes 2005-05-26.

Paragraph 4.11.4.1 inserted.

Amend firewall access policy regarding approvals and the use
of firewall access form as circulated by Wendy Vermaning 2005-
05-19 and noted in CAB minutes 2005-06-02.

Paragraphs 4.13.27 — 4.13.29 revised to require more detailed
information from requesters, to direct requests to the DBA group and
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to change approval authority for DB tier to the DBA group and to
ITMB managers or tier owners for all other requests.

2006-06-29

Casey Farrell

235 Replaced “Technical Services Manager” with “Service Manager”
(who is John Chow).

Updated web site addresses, meeting room locations and CAB
committee membership lists.

Updated request submission deadline (section 4.11.3) to change
deadline from 11:00 am to 10:00 am.

Removed the change category “special” and promoted its sub-
categories “change freeze,” “firewall access” and “security
audit” to full categories.

Updated “ITMB Business Analyst” to “ITMB Team Lead.”
Added “Executive Summary” to the beginning of the document.
Restored section 7.8 “Change Criteria Matrix.”

Sections 5 and 6 appear to repeat some of the policy information
and to provide detailed procedures. Itis suggested that these
sections be removed to a separate document.

Distribution Record

Date Version Distribution
2003-10-02 2.1 Director, Information and Technical Management Branch
2004-02-11 2.3 Manager, Technical Services
2004-02-11 2.3 Change Control Repository
2004-02-11 2.3 Change Management Intranet
2004-02-11 2.3 Business Technologist, Technical Services
2004-02-11 2.3 Help Desk
2004-02-11 | 2.3 http://img.educ.gov.bc.ca:8080/o0aedoc/ (Kieran Harrop)
2007-07-11 | 2.3.5 Presented to ITMB management committee and distributed to Betty Choy
and Ron Dawshka.
2007-09-24 | 2.3.5 Published on MSD intranet at

http://gww.msd.gov.bc.ca/itmb/changemanagement/ .
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Appendices
A. Change Request Form

The Change Request Form is used to define a required change, submit the change for approval and
communicate to Implementers and affected users as necessary.

For a copy of the current Change Request Form, please see
http://gww.msd.gov.bc.ca/itmb/changemanagement/resources/changecontrolform.doc .

B. Notification Matrix

The purpose of the Notification Matrix is to help Change Owners determine which client groups may
be affected by a change and therefore require notification of the change.

For a copy of the current Notification Matrix, please see
http://gww.msd.gov.bc.ca/itmb/changemanagement/resources/notification-matrix.htm .
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