Browser Settings for e-Exams and e-Marking

) [ /a

BRITISH

coLunmbla | Ministry of -

The Best Place on Earth Education

Internet Explorer v6.0 — 8.0 for Windows

Use the following technical settings to prepare Internet Explorer for electronic assessment delivery.

Step 1:

Turn off Pop-up Blockers

Pop-up blockers must be turned OFF.

There are 4 possible locations that pop-up blockers settings can be changed in Internet Explorer.
A. Tools > Pop-up Blocker

Pop-up blocker must be turned OFF in this menu setting:

; BC Ministry of Education -e-Assessment - Microsoft Internet Explorer

File Edit Vew Favorites | Tools  Help

QEack ~ &3 - [x] 2] (a Mail and Mews rl &l o B -
Pop-up Blocker Turn SFF Pop-up Blacker —
Address |aes http: v, beed.qc Manage &dd-ons. .. Pop-up Blocker Settings...

5

Go glel 9~ Synchronize. .. 'I

Windows Update

B. Tools - Internet Options - Privacy Tab

Ensure the ‘Block pop-ups’ field is NOT selected

Internet Options 2=l
General I Securty  Privacy | Content | Connections I Programs I Advanced I
— Settings
F Move the glider to select a privacy getting for the |ntermet
=8 zone
_ 1 _ Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that uze personally identifisble
infarmation withaut vaur inplizit consent
- Restricts first-party cookies that use personally identifiable
_ _ information withaut implict consent
Sites... | Impatt.... Advanced... Default
— Pop-up Blocker
Prevent most pop-up windows from appearing. . .
@ Ensure this box is
: i
I8 T NOT checked

QK I Cancel | Apply |
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C. Tools - Internet Options - Security Tab

Ensure that ‘Use Pop-up Blocker’ is Disabled. Click ‘Custom Level’ and select the ‘Disable’ option.

General Securty | F'ri\-'ac:_l,ll Eontentl Eunnectiunsl F'rogramsl .i‘n.dvanc:edl

- _ _ Security Settings i |
Select aWeb content zone to specify itz zecunty zethngs.
— Settings:
@ .:‘} o ° {3 High safeby ;I

Internet Local intranet  Trusted sites Restricted O Low safety
{2} Medium safety

@ Subrit nonencrypked Form data

Intermnet )} Disable
@ Thiz zare contain& all Wweb zites you (&)} Enable
haven't placed in ather zones ) Prompt
_ . @ Use Pop-up Blocker
— Security level far this zone [0 Cisablz IR
{3 Enable J
Custom @ Userdata persistence
Custom settings. (O Disable
- T change the settings, click Custom Lgvel & Enable
- To uze the recommended settings, cligh Default Level P I A T T
4| 1 3
—Reset cuskom settings
Cusztomn Level... | Default Level | Reset to: IMedium j Resek |

ak. | Cancel | Apgly | Ok I Cancel |

D. Google or Yahoo menu bars

If you have a Google, Yahoo, or any other add-on menu bars that contain Pop-up Blockers, ensure
they are disabled (i.e. they ALLOW pop-ups).

File Edit Wiew Faworites Tools  Help
P Back - CJ - [¢] 2] o | ) Search - Favorites 4 | S
fddress :El bt e, awinfosys, conmy

Go gle|3~r j*@vF

| YL Wi, 3|..'..|ir||:|:|::':..'5 JCOrm
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Step 2: Set Temporary Internet File Handling
Tools - Internet Options 2> General Tab
Browser must be set to check for newer versions of stored page EVERY visit.

For Internet Explorer 6

General | Securityl F'rivacyl Eontentl Connections F'rugramsl .-’-‘-.dvancedl

—Home page
% 'ou can change which page bo uge for vour home page.

Address: roffice.go. cafoityfpages/bo-51_metric_e. bkl _ 2] x|

|Jze Current | Uze Default | Uz Blank | ‘ Check for newer wersions of stored pages:
ay Every wisit to the page;

— Temporary Internet files

o Pages you view on the Internet are stored in a special fold
@& Y for quick viewing later.

-
- Ewery time vou skark Inkernet Explarer
" Automatically

o Mewver
Delete Cookjez... |  Delete Files... | Setftings... |
—Temporary Internet files Folder
o Current location:  C\Documents and
History

Setkingstdkelschilocal

@ The Higtory folder containg links to pages pou've vigited, for Settingsh Temporary Internet Files),

quick access to recently viewed pages. PR &7 gl o gl 2y

Diays to keep pages in histony: IED 3: Clear Histary | - J I 2384 5: ME

Colaors... | Farts. . | I:anguages...l .-’-‘«ccgssibility...l Move Falder. .. | Wiew Files. .. | Wiew Objects. . |

(] | Cancel | Ll | oK I Cancel |
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For Internet Explorer 7& 8

i X ] " "
InterncEEEE, —I—I Temporary Internet Files and History Setti

General |58curity I Privacy I Conkent I Connections | Programs I Advanced I

r Temporary Inkernet Files

Home page Internet Explorer stores copies of webpages, images, and media
/? To create home page kabs, type each address onits own line, ey leglay stables.
Check i f skored g
i resfshdocle. dilfhardadmin. Rt ;I =t _nr MIEWEY versions of store ptages
% Every time I visit the webpage!
o
;I { Ewery time I start Internet Explorer
' automatically
Use current Use default | IJse blank, |
. Mewer
71 (R Disk space bo use (8 - 1024ME): I 1024 3:
{Recommended: 50 - 250ME)

il Delete temporary files, history, cookies, saved passwords,
v ,-' and web Form information,

- Current location:
Delete... | Sttiins | i\ Documents and Settings'administratoriLocal

Search Settings) Temporary Internet Files',

Change search defaults, Settings |

Move Falder, .. View objects Yiew files
Tabs
— Histor
Change hov webpages are displaved in Settings | ¥
tabs. Specify how many days Internet Explorer should sawve the lisk
of websites vou have visited.
Appearance Davs ko keep pages in history: 20 =
Colors Languages Fonts | Accessibilicy |

(w4 I Cancel
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Step 3: Turn Off Tabbed Browsing (Internet Explorer 7& 8 ONLY):

Tools - Internet Options 2> General Tab

Internet Options I el |

zeneral |Security I Privacy I Content I Connections | Programs I Advanced I

Home page
_/? Ta create home page ktabs, tvpe each address on its own line.
|5
=S res:fishdoclc. dllfhardadmin, hkm ;I
[ -]
Ilse current |Jse default | Use blank |

Browsing hiskory
| Delete temporary files, history, cookies, saved passwords,
and web form information,
Delete. .. | Settings |

/

Search

p Change search defaults, Setting

Tabs
_ . 4
Change how webpages are displayed in Sethings |
- tabs,
Appearance

Colors Languages Fonts | Accessibility |

N - IE.! - |k Page - (o) Tools -
H = || =]

Tabbed Browsing Settings

[” Enable Tabbed Browsing (requires restarting Internet Explorer}

V¥ | Watn me when closing multiple tabs

[ | alvays switch bo mew tabs when they ate created

¥ | Enable Guick Tabs (requires restarting Intetnet Explarer)

™| Gpen only the first home page when Internet Exploret starts
V¥ | Gpen new babs next ko the current tab

™| Open home page For new tabs instead|of a bBlank page

i
=

—when a pop-up is encountered:
£ Let Internet Explorer decide how pop-ups should open

% Always open pop-URs in & new window

| Always open pop-ups in & new kat

—Cpen links Fram other programs in:
4 new window
% & nievs bab in the current window

{7 The current babor window

Restore defaults | K I Cancel
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Step 4: Set Fonts

Tools - Internet Options 2> General Tab

General I Securit_l,ll Pli\.-'aC_I.JI I:Dntentl Connections F'mgramsl .ﬁ.dvancedl

— Home page

I% “'ou cah change which page to use for your home page.

Addresz: roffice, go.cajfoty/pages/bc-51_metric_e. html

ze Current | ze Default [lze Blank |

Fonts 2/ x|

The Fonts vwou select here are displaved on Web pages and
documents that do not have a specified bext Font.

— Temporary Internet files
‘ Pages you view on the Intemet are stored in a special folde
ak

for quick viewing later.

Delete Cookies... | Delete Eiles... | Language script: Rl gt
Web page font: Flain bexck Font:
— Hiztany SimSun ;I
The Hiztom folder containg links to pages vou've vizited, for wifaen Lucida Console
quick access to recently viewed péges Tahoma —1 M5 Mincho

Times Mew Raman

|2EI 3: Clear Histary |

Colors.... | Foﬂ( | I__anguages...l .-’-'«ccgssibility...l

Dayz to keep pages in hispafy:

Latin Latin

Ok I Cancel

OF | Cahcel | Appl |
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Step 5: Enable JAVA Scripting

Tools - Internet Options 2> Security Tab
Java scripting must be ENABLED:

General  Security |F'rivau:_l.J| Cnntentl Cnnnectionsl F'rogramsl Advancedl
Select a Web content zone to zpecify its secunty zethngs.

® €@ 0 9

Internet Localintranet  Trusted sites Festricted
sites

Internet
Thiz zone containg all'w'eb zites you
hawen't placed in other zones

r Security level for thiz zone

Custom
Cuztom gethings.
- To change the settings, click Custom Yewvel,
- To uze the recommended zettingz, cfick Default Level.

Cusztomn Level... | Default Level |

Ok | Cancel | Lpply |

(‘

(€

Internet Explorer v6.0 — 8.0 for Windows

2l

Security Settings

Setkings:

-@ Scripting

Aikive scripting
) Disable
{2} Enable
) Prompt

Allowy paste operations via script
) Disable
{2} Enable
) Prompt

Scripting of Java applets
) Disable
(=} Enable
) Prompt

ﬂ Il foakbnnbic obine I

—Reset customn settings

-«

|

.
j Reset |
o]

Resek ko IMedium

Cancel I
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Step 6: Add Trusted Sites
Tools - Internet Options 2> Security Tab

In order for the e-exam workstations to properly connect to the exam server, it must recognize it as a
Trusted Site. Ensure that the two URL’s indicated below are added to the Trusted Site listing.

General Security |F'rivac_l,.l| Contentl Dnnectionsl F'mgramsl .&dvancedl

Select a'web content zone to specify it} security zettings.

® € 0 9

Internet  Localintranet  Trusted sites  Restricted Ttusted sites i
sites
Trusted sites You can add a_und FEMovE Welb sites _From th_is zone, All 'Web sites
) ) . in this zone will use the zone's security settings.
Thiz zone containg 'Web sites that pou iz |
truzt not ta damage your computer or =

data. ; o
i sl a=m fils Eme Add this Web site ko the zone:

— Security level for thiz zone
Move the slider to zet the security level for thiz zone. I

- - Low

- Minimal zafeguards and warning prompts are provided
- Most content iz downloaded and run without prompts
- All active content can run

- Appropriate for sites that you absolutely st

Web sites:

fetaln}
Remove |

Custom Level... | Detaul Level | Iv Renquire server verification (https: ) For all sites in this zone

Ok | Cancel | Apply | Close |

https://64.114.25.226
https://www.awinfosys.com
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Step 7: Allow Cookies
Tools - Internet Options > Privacy Tab

The workstation must be set to ALLOW Cookies as indicated below:

Generall Secuity  Privacy | I:Dntentl Connectionz F'rogramsl Advancedl

— Settingz

F To uze the slider to set privacy level instead of Lzing custam
=8 zeftings, click the Default buttan,

Custom
Advanced Privacy Settings 2|
- Advanced or imported settings
P *fou zan choose how cookies are handled in the Intemet
=8 zone. This overides automatic cookie handling.

r Cookies

v Overide automatic cookie handling
|

Sites... | Impot... Bdvanced... Firat-party Cookies Third-party Cookies
% Accept % Acoent
— Pop-up Blocker " Block " Elock
@ Frevent most pop-up windmews from appearing. " Prompt £~ Prompt

[ Awaps allow session cookies

[™ Block popups Seftings. . |

ar. I Cancel

MK I Canrel I Annlu I
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Step 8: Disable Proxy Caching
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Tools - Internet Options - Connections Tab

Proxy server function must be DISABLED.

Internet Options

2]

Generall Securit_l,ll F'livacyl Content  Connections |F'mglams| .&dvancedl

To set up an Inkernet connection, click
) Setup,

Setup...

i

 Dialup and Yirtual Private Metweork, settings

Choose Settings if vou need ko configure a prasy
sepver For & connection,

€= Wever disl a connection

€ Alwaps dial my default connection

CUrrent Hone

| Diallwheneven a netwark connection iz not present

Add...
Eemove

Settings...

i

Set Default

— Local Area Metwoark [LAM] zettings

LAN Sektings do not apply to dial-up connections,
Choose Settings abowe For dial-up settings.

i

LAM Settings...

Cancel |

Apply |

Local Area Network (LAN) Settings

2l

r— Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

H #utomatically detect settings:

[~ Use automatic configuration scripk

fddress I

—Proxy server
ul Q{Dgserver fFor your LAM (These settings will not apply to

dial-up or ¥PM connections).

fddress; | Eark: |

[" Eypass provxy server for local addresses

Advanced, ., |

o]

Cancel




Browser Settings for e-Exams and e-Marking
o) [ /a
BRITISH Ministry of €

COLUMBIA Bl _
The Best Place on Earth Heation Internet Explorer v6.0 — 8.0 for Windows

Step9 Enable HTTPS 1.1
Tools - Internet Options > Advanced Tab
HTTP 1.1 must be ENABLED:

Generall Seu:urityl F'rivau:_l.JI Enntentl Cnnnectinnsl Programs  Advanced

Settings:

B Alwaps ;I
O Hover
O Mever
O Use inline AutaComplete
Usze Paszive FTP [for firewall and DSL modemn compatibility)
Uze smaath scralling
&) HTTP 1.1 settings
— Use HTTF 1.1
[ Use HTTP 1.1 through prosy cannections
8, Mulimedia
Enable Automatic Image Resizing
Enable Image Toolbar [reguires restart]
Flay animations in web pages
Play zoundz in web pages
Flay videos in web pages

O Show image download placeholders _ILI
1 | 3

Bestore Defaults |
Ok I Cancel | Apply |
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Step 10 Enable SSL 2.0 and 3.0

Tools - Internet Options > Advanced Tab

General | Security | Privacy | Content | Connections | Programs ~ Advanced

Settings:

O &dlaw active content fram COs to run on My Computer ;l
Allows active content to run in files on My Computer
O Allow software to run or install even if the signature is invalid
Check. for publisher's certificate revocation
[ Check far server certificate revocation [requires restart)
Check for signatures on downloaded programs
[ Do not save enciypted pages to disk
[ Erpty Temparam Internet Files folder when brawser iz closed
Enable Integrated Windows Authentication [requires restart]
Enable Profile Assistant
———P¥] Use55L20
————+—pf] Uze 55030

O Use TLS 1.0

Warn about invalid site certificates

[ am if changing between secure and not secure made

| ‘wharn if forms submittal is being redirected | -

4 k

Restore Defaultz |
0k I Cancel | Apply |
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Step 11 Disable Phishing Filter (IE 7 only) or SmartScreen Filter (IE 8 only)
Tools > Phishing Filter > Turn Off Automatic Website Checking

Phishing Filter function must be DISABLED. (two locations)

J File Edit “iew Favorites | Tools  Help |G0 gle|8v
Delete Browsing History, .,

w o ||[][]] -
Pop-up Blocker 3

Phishing Filter Check This Website

“ | Manage Add-ons Turn ©n Automnat
| Report This website

Subscribe to this Feed. .
HESERE R S e Fhishing Filter Settings

Feed Discavery 3
- Windaws Lpdate |§ » Education » =-Ass =nt ¥ =-F!

Turn OFF automatic Phishing Filter

Help make your browser more secure:
Set up Phishing Filter

Phishing Filter is designad to warn you if the website wou are visiting might be
impersonating another website, What is Phishing Filker?

" Turn on automatic Phishing Filter {recommended)

Some website addresses will be sent to Microsoft to be checked. Informatio
received will not be used to personally identify vou,

'@' {¢ Turn off automatic Phishing Filter

website addresses will nok be sent ko Microsoft unless vou choose to check
thermn,

= fisk e Jater

Read the Internet Explorer Privacy Statement online,

....continued on next page....
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Tools - Internet Options > Advanced

General I Security | Privacy I Conkent I Connections I Programs Advanced |

Setkings

Check For signatures on downloaded programs ;I
Do nat save encrypted pages to disk

Erpky Tempaorary Internet Files Folder when browser is cle
Enable Integrated Windows Authentication®

Enable native XMLHTTP support

Phishing Filker

{3 Disable Phishing Filker

& Turn off aukomatic website checking

{3 Turn on aukomnatic website checking

Use 55 2.0

Use 55L 3.0

O useTLS 1.0

‘Warn about certificate address mismatch®

[ warn if changing between secure and not Isecure mode 'l
b

Y alalalalal

1

*Takes effect after wou restart Internet Explorer

Restore advanced settings |

Reset Internet Explorer settings
Deletes all temporary Files, disables browser Resat, .. |
add-ons, and resets all the changed settings.

‘¥ou should only use this if your browser is in an unusable state.

QK I Cancel Apply,

Disable Smartscreen Filter (IE 8 only)
Tools - SmartScreen Filter > Turn Off SmartScreen Filter

SmartScreen Filter function must be DISABLED. (two locations)

File Edit Wiew Favoribes | Tools  Help Go gle vl -" Search = “Q -
o F % i?Ni Delete Browsing Histary. .. Chrl+Shift+Del
g Favorites = v InPrivate Browsing Crl+Shift+P
Reopen Last Browsing Session
(£ |
InPrivate Filkering Chrl+5hift+F
InPrivate Filkering Settings
Pop-up Blocker 3 L-
] Check This Website
Manage Add-ons Turn On SmartScreen Filker ...

Report Unsafe \Website

rranakibilibe Wisa
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Turn OFF automatic SmartScreen Filter

Microsoft SmartScreen

G Help make your browser more secure:

Set up SmartScreen Filter

SmartScreen Filker is designed bo warn you if the website vou are visiting is
impersonating another website or contains threats o your computer,
‘What is SmartScreen Filter?

¢ Turn on SmartScreen Filter {recommended)
Some website addresses will be sent to Microsoft to be checked, Information
received will nok be used to personally identify vou.

'gj' & Turn off SmartScreen Filter

‘Website addresses will not be sent ko Microsoft unless you choose to check
them.

Tools - Internet Options > Advanced

General I Securityl Privacy I Contentl Cannections | Programs Advanced I

Setkings

O Allaw saftware ko run or inskall even if the signature is inve;l
Check Far publisher's certificate revacation

O check for server certificate revacation®

Check far signatures on downloaded programs

O D nat save encrypred pages o disk

O Empty Temporary Internet Files Falder when browssg
Enable DOM Storage

Enable Integrated Windows Auth
Enable native XMLHTT)
O Enable SmartScreen Filker
O usessLz.0

lse 53L 3.0

Use TLS 1.0

Warn about certificate address mismatch"‘I '|
3

il

*Takes effect after vou restart Internet Explorer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explarer's settings to their default Reset. .. |
condition,

ou should only use this iF your browser is in an unusable state.

ok I Cancel Lpply
Technical Support

A. Willock Information Systems
Toll Free: 1-866-558-5339
Fax: 1-847-589-4277



